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Emerging cloud adoption requirements, the growing use of mobile devices for
authenticating payments and emerging internet of things (loT) use cases are
fueling adoption of hardware security modules (HSMs). These hardened devices
are desighed to securely store and manage digital keys and perform encryption
processing. But they are also often a source of frustration because they are

viewed as highly complex devices that require highly skilled perscnnel to manage.

As more enterprises accelerate digital transformation across hybrid and
multi-cloud environments, HSMs are increasingly becoming a wholistic platform
supporting a variety of emerging use cases where encryption and public key
infrastructure operations are required to protect sensitive information.

The next generation of HSMs are being transformed inte comprehensive platforms flexible
enough to support a wide variety of innovative use cases.

HSMs are emerging Lo support containerization and may contain powerful application servers
with an emphasis on ease-of-use and administration.

To reduce complexity, HSM manufacturers are adding automation, ensuring integration and
Interoperability with existing infrastructure and future proofing for emerging crypto

requirements and business use cases.
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The Next Generation of HSMs

The use cases for HSMs are diverse and constantly evolving to support new business initiatives. This
hardware Is used to establish a root of trust to authenticate users and devices to IT infrastructure and
services. HSMs contain the certificates and keys required to support the signing of critical contracts, to
validate the integrity and authenticity of software code and updates, to provide key injection to

establish device identity and to support emerging cryptocurrency and other blockchain schemas.

The next generation of HSMs are being
transformed into comprehensive platforms
flexible enough to support a wide variety of
Innovative use cases. Market-leading platforms
are no longer being constrained by
cryptography. Buyers should evaluate
platforms for long-term efficacy in the face of
emerging crypto algorithms and gquantum-safe

ANALYZE
THE
FUTURE
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encryption. This adaptability enables the HSM
to conform to evolving business strategies
rather than constricting them. Buyers may no
longer have to acguire dedicated hardware for
payment processes. Modern HSMs are likely to
support both general-purpose and payment
functionality. Modern HSMs can support
containerization and may contain powerful

application servers with an emphasis on
ease-of-use and administration. They can
support virtual infrastructure and containerized
workloads, and enable HSM manufacturers to
support customization and securely provide
enhancements and opticnal functionality and
services.
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Business Continuity for a Physically Distanced World

The global COVID-19 pandemic has made it difficult for crypto services teams to
operate offline root certificate authorities (CAS), because today’s solutions
require a physical presence. Furthermore, processes required for business

continuity with traditional HSMs typically use split keys distributed to important

users that act as guardians for these precious assets. The technigues used for
these functions are vendor specific and result in vendor lock-in solutions.
Automation is a much-needed reguirement here. The HSM should be able to
provide the functionality of operating offline root CAs and maintaining business
continuity using secure messaging over email and end-user computer-based and
mobile applications. This would eliminate the need for physical presence,
vendor-specific tools and the requirement of key ceremonies.
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Growing Enterprise Complexity Requires HSM Manufacturers to Innovate

Organizations of all sizes are collecting massive amounts of data about their custormer base, and the use of data scientists and the computing power of
cloud resources to support big data and analytics projects have prompted IT security professionals to address rapidly growing security and privacy
concerns. The computing-intensive processes associated with encryption and the scalability necessary to track millions of internet of things devices
flooding the market require organizations to maintain HSMs to meet compliance obligations and manage encryption keys.

TOP ENCRYPTION CHALLENGES
ITand |T Security teams differ on the challenges of Implementing and managing encripytion. | T
teams are generally concernad abioUt application performance, scalzbility and network latency.
Security teams face the challenge of managing multiple key management solutions orotecting
structured and unstructured data.

ENCRYPTION AT REST BY REGION

The percentage of total data encrypted at rest 1s higher in North America than EMEA, according
to sUrvey respondent estimates. A greater amount of encrypted data at rest resides in private
clouds and on-premises data centers, followed by public Saas enviranments, the survey found

Q On ascale of 1-5 where s not sensitive at all and & s extremealy sensitive, please rate How sansitive
" the DATA is toyour organization that exists ingach of these T environments; Please estimate the

o = “ ; = @
Q- What are your current "data encryption” challenges: percentage (%) of the TOTAL DATA 1n each of theenyirenments below that s enerypted (at rest).
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A Critical Element of the Payment Industry

HSMs play a significant role in supporting the integrity and
confidentiality of sensitive digital transactions. Enterprises
rely on these devices for authentication, database
encryption and document and software code signing. But
HSMs were designed at a time when they were military
assets. These were not meant to be used easily or
deployed easily. They were meant to be cared for by very
few elite IT staff.

These physical devices provide a highly secure environment to store and manage the
digital keys used for strong authentication and the processing power for scalable and
reliable encryption. HSMs are designed to prevent the theft or manipulation of sensitive
data by storing cryptographic keys and digital certificates. This hardware is a critical
element of the payment industry as it provides authorization for card-processing
systems. H5Ms have long been used to support database and application encryption to
manage public key encryption and in establishing an encrypted communications
channel for websites and web-based services and their users.
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HSM Users Demand Flexibility for Growing Use Cases

HSM vendors are adding managed services and addressing longstanding IDC's 2020 Data Security Survey found buyers increasingly frustrated over
complexities associated with key management, trust ceremonies, Public the growing complexity of their security infrastructure. The survey, which
Key Infrastructure and certificate management. Disruptive players are on reached 620 IT and IT security respondents across North America and

the horizon to inject the necessary modernization into these highly EMEA, found that 45% use a single vendor or a vendor suite of products
required components to support root of trust and encryption for a variety for their hardware security modules. Meanwhile, 17.4% of survey

of unigue use cases well into the future. HSM manufacturers must reduce respondents indicated they reguire customized HSM software and 22.6%
complexity and potentially bridge the divide between payment and indicated adoption of an HSM as-a-service. Nearly 12% of survey
general-purpose HSMs. respondents use multiple HSM vendors.

HSM Vendors of Choice by Employee Size HSM Vendors of Choice by Employee Size

| Emeoyeesie | ome | e e or s
techniques and/or solutions
2 , your organization uses to
: address each of the

following functions
commonly associated with
"data loss protection (DLP)”
and data security.
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General-purpose HSMs are peing Used pecause, Unlike payment HsMs, they
may e intedrated with existing saoftware and applications, typically with a
Transport Laver Security (TLS) tunnel where the keys are kept in the
nardware, The payment Industry 1s Using a mixture of general-purpose and
Dayment HEMs, Banks and mobile payments providers such as Apple Pay
nave mades HSM puvers particularly attracted to general-puUrpose HSMs to
support the increased use of tokenization for digitalized payments. In
addition, financial services firms are seeking better ways to secUre moblle
and person-to-person payments.
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Key Differentiators of HSM Providers

The general-purpose HSM market is projected to grow rapidly, driven by increased requirements across a variety of industry verticals to support |OT
devices and other interconnected systems requiring key injection and support for critical root of trust operations. Payment HSMs will continue to grow
based on the need for a secure root of trust environment for performing pavment-specific cryptographic operations. Demand is in-line with the
growth of digital transactions and the need to maintain compliance with the Payment Card Industry Data Security Standards. These two HSM market
segments may be converging as banks, large retailers and mobile payments companies demand hardware that meets their compliance obligations for
payment card processing and PIN verification while being flexible enough to support new business initiatives requiring authentication, encryption and
key management.

Buyers of HSMs should identify providers that differentiate in the following areas:

Future Proof: Maodern HSMs should support crypto Adaptable: Many HSMs have not been designed to Sustainable: \While cost and interoperability with
agility, They must be easier to implement and manage truly function in the DevOps world. This has led buyers axisting key man: 1ent and encryption selutions
and be flexikle encugh to support new technologies, to adopt secret vaulting solutions. DevsecOps buyers rank highly in market surveys, users of hardware

encryption algonthms and key management seek a flexible, sca securty madules interviewed by |IDC consistently say
lay on the factory f » that s of delivery and the availakility and

m. St 7 owledge of support personnel keep them loyal
containerization on the box. The complexity to install a specific HSM manufacturer. Buyers
an HSM requires trained people: Even with [

ad HSMs, the majority live in
s, behind safes and vaults, and are
But d
to ma N Va s should de on-timea ¢
application that requires the use of an HSM. personnel available to troubleshoot issues.
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HSM Buyer Trends

HSM buyers want the ability to integrate high-quality sclutions that require HSM
security to gain operational efficiencies and agility while balancing that with cost.
The current percepticon is that you must have multiple HSMs in a hardened, isolated
environment. Key ceremonies and other old constructs are creaky and don’t allow
DevOps and DevSecOps teams to move rapidly.

DC's 2020 Data Security survey found that buyers of HSMs seek devices from HSM
manufacturers with proven quality and reliability. Vendor reputation was a significant
driver of new HSM investments. Organizations also seek HSMs that support firmware
customization. In additicn, buyers continue to want streng tamper detection and
auditing capabilities with support for multi-factor authentication. Multiple HSMs and
software stacks have long supported the following use cases and approaches:

<> Code Signing Entropy Generation

888

Public Key Infrastructure Unified Key Management

Elastic Hybrid HSM Secrets Vault

THE CAABE05220BRO

The projected increase
IN general-purpose
HSMs coincides with
growth of application
security and loT

data-related projects,
advanced analytics and
secure data processing
at the edge.
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Privacy and Trust

Privacy and trust is expected to be a growth driver in the next
five years, shifting focus to data discovery, classification and
persistent file encryption solutions. HSMs could play a role with
database and application connectivity.

Banks and financial services firms continue to reqguire a root of
trust with blockchain initiatives for both back-office settlement
systems and emerging services. A root of trust will still be
required to support emerging use cases in advanced analytics
where homomorphic encryption may be applied. HSMs are
becoming even more relevant as enterprises invest in promising

new technologies designed to ensure data integrity and security.

HSMs are increasingly providing an additional layer of protection
over distributed ledger applications and cryptocurrency wallets.
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HSM Manufacturer Crypto4A

Crypto4A is an emerging HSM manufacturer with The QxEDGE™ HSM-as-a-Platform can be
mMmanagement and engineering teams that are deeply rooted in securely updated using guantum-safe algorithms.
the HSM market. The company has entered the HSM market Crypto4A addressed crypto agility, leveraging
with an enterprise-grade, FIPS 140-2 Level 3 device guantum-safe hash-based signature (HBS)
containing a comprehensive set of capabilities. The company algorithms and key encapsulation mechanisms
sought to offer more from a single appliance while reducing (KEMs) to ensure guantum-safe platform updates
complexity and improving ease of use. The QxEDGE™ and communications for secure auto scaling, High

HSM-as-a-Platform addresses the level of integration required Availability (HA) and Disaster Recovery (DR).
by software development teams, security and operations
teams to manage the security of their applications.

5 & Challenges

Cryptod A is an emerging vendor that must address rapid growth and continued product innovation with limited resources. The company is
competing in a mature market with well-established vendors. Like its competitors, CryptodA must innovate in the face of a global pandemic and
uncertain economic conditions. Buyers should assess their risk tolerance and adoption strategy for taking on startup technology. CryptodA is
gaining market traction and its small size makes it agile enocugh to address technology adoption changes and new adoption requirements.
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The HSM Market is Poised for Disruption

IDC believes the HSM market is projected to have strong growth through 2024 as crganizations deal with
rapid data creation and the need for protecting privacy and security of sensitive data. The HSM market
currently consists of payment and general-purpose HSMs, but the market is poised for disruption. The next
generation of HSMs are becoming increasingly flexible encugh to support a wide variety of innovative use
cases. Modern HSMs are likely to support both general-purpose and payment functionality, Modern HSMs can
support containerization and may contain powerful application servers with an emphasis on ease-of-use and
administration. They can support virtual infrastructure and containerized workloads and are capable of

supporting customization to securely provide enhancements and opticonal functionality and services.

Payment HSMs which are certified with the FIPS standards and the PCl HSM standard are becoming the norm
for payment HSMs. Specific payment functions are layered into payment HSMs. A payment HSM will provide
you with rich implementations of things like EMV or P2PE features. It does more work and has functions that

don't necessarily restrict themselves to cryptography.
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General-purpose HSMs offer higher-level APls enabling integration with a variety of use cases. A
general-purpose HSM allows you to create a key but doesn't enable you to restrict it to a specific use.

General-purpose HSMs have been able to support a variety of use cases starting with PKI| and document
signing, protecting tokenized transactions and SSL keys for websites. A big driver for general-purpose HSMs is
loT, with the devices being used for the Injection of Keys and certificates in manufacturing. While robust
device authentication, digital signing and data protection for loT are growing use cases, other areas are
emerging, including the need for supporting a root of trust in advanced analytics repositeries and now used to

secure crypto currency.
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Quantum Ready Cybersecurity Foundations for a Trusted Digital World

CRYPTO

Crypto4A Technologies, based in Canada, is a
world-class team with a track record of creating
value in the cyber security industry. Crypto4A
provides enterprise, cloud providers, mobile
application, and loT developers with sophisticated
hardware-based security to keep the digital keys
and their machine identities that run commerce,
banking, payments, logistics, and the entire digital
econhomy safe.

- HSM-as-a-Platform allows our customers to create high-quality
wholistic solutions that balance best-in-class capabilities, operational efficiency, and agility
with cost while ensuring business continuity for your digital transformation in a physically
disconnected world.

brings together security applications, a quantum-ready H5M, and the tools
and level of integration required by DevSecOps teams to develop, deploy, and manage their
security applications at scale in a simple and sustainable way. It has the flexibility to support
numerous applications that run in an environment that is familiar to DevSecOps teams by
suppoerting modern cloud native tools and technologies they use every day.
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